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ITMCbMO
oT 14 mas 2018 roga N2 08-1184
O HanpasseHuMn nHPpOpMaLUU

JlemapTaMeHT TOCy/IapCTBEHHON TIOJUTHUKH B cdepe ob0mero obpa3oBaHUA
MunoOpHayku Poccum HampamisieT JUIsi CBelieHHs pa3paboTaHHble BpemeHHOU
komuccueii CoBera ®eneparuu 10 Ppa3BUTUIO HMHOOPMAIMOHHOTO  OOIIECTBA
MeTOUYEeCKHe PpPEeKOMeHJaluAd O pa3MelleHud Ha HWHOOPMAIMOHHBIX CTeH/aX,
opUIUAIBbHBIX  WHTEpHeT-CaliTax W  JIpyruXx  UH(POPMAIMOHHBIX  pecypcax
00111e00pa30BaTeIbHBIX OPTAaHU3AIUI U OPTaHOB, OCYIIECTBJIAIOIINX YIIpABJIeHUE B
chepe obpazoBaHus1, HHGOPMAITUK O OE30ITACHOM ITOBEIEHUH U HWCIIOJIb30BAaHUU CETU
«HTEpHET».

HJupekrop [denapramenTta
A.E. ITerpos

MeToanyeckue peKoOMeH1aunu
0 pasMeleHUH HAa MHPOPMAIMOHHBIX CTEHAAX, OPUITUATBHBIX
HMHTEPHET-calTax U APyrux HHQPOpMaIOHHBIX pecypcax
001Ie00pa3oBaTe/IbHbIX OPraHU3aui U OPraHoB,
OCYIIECTBJIAIONINX yIIPaBJeHue B cepe oopa3oBaHus,
nH(opMaIu 0 6€30IIaCHOM MMOBEI€HUH U UCIIOJIb30BAHUU CETU
«AHTEpHET»

dkcnepraMu U uwieHaMu BpemennHoil komuccum CoBera Penepanyy 1o pPas3BUTUIO
“HGOpPMaNMOHHOTO 00IIIecTBa B paMKaX BBINIOJIHEHUSA PeKOMEeHIaIlui apiaMeHTCKUX
CJIyIIaHUM «AKTyasibHble BOIIPOCHI obOecrieueHUsl O€30MACHOCTU U pa3BUTHUA JleTedl B
UH(POPMAIIMOHHOM IIPOCTPAHCTBE», KOTOphIe pouuin B CoBeTe Pesepaniyu 17 anpess
2017 T., ObUTM pa3paboTaHbl METOAWUYECKHE PEKOMEHJIAIUM O pa3MeIlleHuH Ha
HHQOPMAIMOHHBIX  CTeHAAX, OQUIHAIBHBIX  UHTEpPHeT-caliTax U  JPyrux
WHOPMAIIMOHHBIX pecypcax o0011eo0pa3oBaTeIbHBIX OpPraHU3alUil U  OPraHOB,
OCYIIEeCTBJIAIONIUX yIIpaBieHUe B cdepe obpasoBaHusdA, uHGopManuu o 6e30mMacHOM
IIOBEICHUM U HCIOJb30BaHUU ceTu «VIHTepHeT» (masee - MeTOAHYECKHE
PEKOMEH/IAIIHHT ).

MeTroguueckue peKOMEHAIlM HallpaBJeHbl Ha KAauyeCTBEHHOE ITOBBIIIIEHHE YPOBHSA
nH(POPMAIIMOHHON JIeATEIbHOCTH 00Imeo0pa3oBaTeIbHbIX OPTaHU3aIliil U OpPraHoOB,
OCYIIECTBJIAIONINX yIpaBiieHHne B cdepe 00pa3oBaHHsA, B YacTH HHOOPMHPOBAHUSA
yJaluxcs, UX poauTesen (3aKOHHBIX MPEICTABUTENIEHN) U TIeJarOTMUYeCKNX paOOTHUKOB
00 OCHOBHBIX aclieKTax nHGOPMAIMOHHON 6e3011acHOCTH.



MeToiyeckre pEeKOMEeHAluK II03BOJIAT 00Ieo0pa30BaTe/IbHBIM OpPraHU3aIUusIM U
opraHaM, OCYII[eCTBJISIOIINM yIpaByieHre B chepe 00pa3oBaHUsl, aKTYaIU3UPOBAThH yiKe
HCITOJIb3YEMbIE U pa3MellleHHble HH(POpMAaIMOHHbIE MaTEPHUAJIbI, TAK U ITOATOTOBUTH UX
B CJIydae UX OTCYTCTBHSA C YUETOM JIYUIIINX MPAKTUK U PEKOMEH/Iali .

B pamkax MeTogUUEeCKUX peKOMEH AN PacCMaTPUBAIOTCA CIIEYIOIe UHCTPYMEHTHI:
1. ”HQOPMAIMOHHBIE CTEH/bI;
2. opurrasbHble UHTEPHET-PECYPCHI;

3. cpeacraa MaccoBOU I/IH(I)OpMaIII/II/I (HIKOJIbeIe ra3€Thl, IIeJarorndeCkue n3jJanud "
ZIpYTHE).

MudopmanuoHHble cTeHApl Ha nHGOpMaNMOHHBIX CTeHaX B 0011e00pa30BaTeIbHbIX
OpraHM3AIUAX, PACIOJIOKEHHBIX B ¢olie yUpeKJeHUH U B KaOHWHeTaX, OCHAIEHHBIX
MIEPCOHAILHBIMU YCTPOHCTBAMH JJISI BBIXOZla B CceTh «VIHTEpHET», PEKOMEHAyeTCs
pasmecTuTh WHGPOPMAIMOHHbIE IAMATKH, COZEp’KAlllie OCHOBHBIE COBETHI IIO
obecrieueHUI0 MHQOPMAITMOHHOHN 06€30IMaCHOCTH yJaIrXCs.

B mpunokennn N21 K METOUYECKUM PEKOMEHAIUSIM IIPeicTaBJIeH 00pa3el] maMATKH
JUIsA pa3MellieHus: Ha MH(GOPMAITMOHHBIX CTEH/1aX.

CpencrBa MaccoBod wuHopMmaruu B cpeicrBax mMaccoBod  MHMoOpManuu,
OPUEHTHPOBAHHBIX Ha OO0y4JamIIUXCs, PEKOMeHAyeTcsd B TeUueHUH Y4eOHOTo Toja
PEryJIIpHO MMyOJIMKOBAaTh WH(OPMAIMOHHBIE MAaTEPHUAIBI, MOCBAIIEHHBIE OTAEIbHBIM
aciekTaM MHGPOPMANMOHHON 0e30IacHOCTH, a TAaKXKe PA3JIMYHblE HMAaMATKU OOIIETO
Xapakrepa.

B cpeactBax MaccoBod uHQOpManuM, OPHEHTHUPOBAHHBIX HA IEJAarOTHYECKYIO
OOIIIECTBEHHOCTh, PEKOMEH/yeTCs B TEUEHUH KaJIEHJIADHOTO TOoAa PeryJIsIpHO
my0sinkoBaTh MHGOPMAIMOHHBIE MaTepUasibl, MOCBAIEHHBbIE OTAEJIbHBIM acleKTaM
MHOOPMAIIMOHHON 0e30macHOCTH KakK HECOBEPIIIEHHOJIETHUX, TaK u
00111e00pa30BaTeIbHBIX OPTraHU3AIUi, a TakKe pa3jIndHble MaMATKH, 0030pbI
HOPMAaTUBHO-IIPABOBOTO  PEryJINPOBAaHUA JIaHHOW cdepbl U uHPOpMAIUIO O
aKTyaJIbHBIX MEPOIIPUATHUAX U COOBITUAX B JAaHHOU cdepe.

B xome mpoBemeHuss EawmHOro ypoka mno 0Oe3omacHOCTH B ceTu «VIHTepHeET»
pekoMeHyeTcsi 00OeclieuuTh BBIIIYCK TEMATHUYeCKOTO BBIIyCKA CpPEACTBA MacCOBOM
nHGOpPMAIUU JTUO0 CEPUU IyOJTUKAIIUH, CPEAN KOTOPBIX PACCMOTPETh OPTaHU30BAHHbIE
MeponmpuATUs A OOyJyamInuxcs, WX poAuTesed (3aKOHHBIX IpEACTaBUTENEN) U
MeZJarOruYecKoi OOIIECTBEHHOCTH.

Odunnanbablie HNHuTepHeT-pecypcehl OO61mIe0b6pa3oBaTEIHHBIM OpraHu3anuAaM
pEeKOMeH/IyeTcs Ha  CBOMX oduIuanbHbIX  VHTepHeT-pecypcax  o0ecleuuTh
(pyHKIIMOHUPOBAHHWE  CAMOCTOSITEJIPHOTO U CIENUAJIU3UPOBAHHOTO  pasfen
«HpOopManimoHHass 6€30IaCHOCTh», B PAMKAax KOTOPOTO MPEAYCMOTPETh pa3MelleHne
cenyroler nagopmauu:

®opmat
Ne Pa3znen/moapasnen NnpeacTaBJIeHUsA Conep:kanue maTepuajion
MaTepHuaJIoB




JlokanbHBIE
HOPMATUBHEIC
chepe
MH(POPMAIMOHHOM
0e30macHOCTH

00 y4JaHIOIIHXCST

aKThl B

obecneuenus Komnu JAOKYMCHTOB

B ¢hopmare *PDF

Pa3zMemiatorcsi komuM JOKYMEHTOB, T.C.
CKaHUPOBAHHBI BapuMaHT JOKYMEHTa,
COOTBETCTBYIOIIIMH  TpeOOBaHHSM K
napameTpam CKaHHPOBAHUSI.
Pasmematorcs JIOKYMEHTHI,
periIaMeHTHPYIOLIEe  OpraHu3aluilo U
paboTy C TepCOHAIBHBIMU JAHHBIMH,
IUTaHBI MEPOINPHUATUH MO 00ecreueHUI0
HH(pOpMaAITMOHHOM 0€301acHOCTH
00yJaOIIUXCS U IPYTHE.

HopmatusHoe
peryiaupoBaHue

Konuu
JIOKyMEHTOB B
dopmare *PDF

[TyOnuKyrOTCSl aKTyallbHBIE CBEJICHUS 00
(benepanbHbIX " PETHOHATBHBIX
3aKOHAX, MUChbMax OPTraHOB BJIACTH W
Ipyrue HOPMaTHBHO-TIPABOBEIC
JIOKYMCHTHI, perIaMEHTHPYIOIIUE
oOecrnieueHue MH(pOpMaLOHHON
0€30MaCHOCTH  HECOBEPIICHHOJETHHUX.
JlomyckaeTcsi BMECTO KON pa3MenaTh
THIIEPCCBUIKA  HAa  COOTBETCTBYIOLIHE
JOKYMEHTBI ~ Ha  caidTax  OpraHoB
rOCYJapCTBEHHOH BJIACTH.

[Tegarornyeckum
paboTHUKaM

TekcT Ha cTpaHule
canra Komuu
JIOKYMEHTOB B
¢dopmare *PDF

Pazmemarorcs
pEKOMEHIAITuN u
uHpOpManus 0
IPOEKTax 51
HarpaBJIEHHBIX ITOBBIIICHHUE
uH(GOPMaIMOHHON rPaMOTHOCTH
MearornYeCcKux pabOTHUKOB.

METOINYECKUE
YKa3bIBaeTCs
MEpPOIPUATHSIX,
IIporpaMMax,
Ha

OOyvarommmcest

TekcT Ha cTpaHuile
caita

Paszmemaercs nH(popMaLOHHAas
namstka  (mpunoxkenue  Ne2)
YKa3bIBaeTCs nHpopmanus 0
MEpOTNPUATHSIX, IpOeKTax u
porpamMmax, HaIlpaBJICHHBIX Ha
HOBBIIIIEHUE MH(POPMALIMOHHOM
IPaMOTHOCTH O0yYaroIIuXCs.

Pogutensm (3aKOHHBIM

TekcT Ha cTpaHuIle

Paszmemaercs nH(popMaloOHHAas

MPEJICTaBUTENSM .
el ) canra namsTka (mpunoxxkenue No3).
o0OyJarmuxcs

Pasmemaercs uHpopManus 0
Herckue  Oe3zomacHble | TeKCT Ha cTpaHMIE | PEKOMEHAYEMBIX K HCIOJIb30BAaHUIO B
caiTsl caiita y4eOHOM mporiecce 0e30MacHbIX caiiTax,

OaHHEPHI OE30MACHBIX JIETCKUX CAUTOB.

CBOUX

opUITnaATBHBIX

OpraHam, OCYIIECTBJIAIOIINM yIIpaBjieHUe B cdepe oOpa3oBaHUs, peKOMeHJIyeTcsl Ha
HNHuTepHeT-pecypcax

obecrieunTh  (PYHKIIMOHUPOBAHUE




CaMOCTOSAITEJIPHOTO W CIENUAJIN3UPOBAaHHOTO  pazgen  «VHbopMmamuoHHas
06e30mMacHOCTb», B paMKaxX KOTOPOTO IIPeAyCMOTPeTh pa3MelleHUue CcieAyollei
uHpopManuu:

[Ipunoxenne NO1

ITamarTka
V1A o0yJarmuxca 00 MHGOPMAITMOHHON 0€30IIaCHOCTH JAeTel

HEJIb34

1. Bcem moaps coobmmaTh cBO0 YacTHYIO WH@opManuio (Hacrosmue uMs, GaMIInio,
TesieOH, azpec, HOMEP IIIKOJIbI, a Tak:Ke ¢GoTorpaduu CBOU, CBOEH CEMbHU U JIpy3€ei);

2. OTKprBaTb BJIOXKE€HHDbIC Q)aﬁﬂbl SHGKTpOHHOfI II04YThl, KOrga He 3Haellb
OTIIPABUTEJIA;

3. I'pyObuth, mpuaumpaTrbcs, OKa3bIBaTh [IaBJI€HUE — BeCTH cebs HEBEXKIUBO U
arpeccuBHO;

4. He pacmnopszkaiicss JeHbraMH TBOeU ceMbH 0e3 pas3pellleHus CTapIInX - BCETZa
CIIpaIIuBail poINTEJIEN;

5. He Bcrpeuaiicss ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU JKU3HU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY /I0BEPS€IIb.

OCTOPOKHO

1. He Bce mumyt npaBay. Yuraems o cebe HempaBay B VIHTepHEeTe — cO00IIM 00 3TOM
CBOUM POJTUTEJISIM WJIA OTIEKYHaM;

2. [TpurnamaroT nNepenuchBaThCsl, UTPATh, 0OMEHUBATHCSA - IPOBEPH, HET JIU TO/[BOXA;
3. HezakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Becerma pacckaspiBaii B3pOcJIbIM O ITpobJieMax B CETH - OHU Bcer/ia IIOMOTYT;

5. Mcmonp3yit HACTpOWKM 0€30MacHOCTA W IMPUBATHOCTHU, YTOOBI HE IOTEPATH CBOU
aKKaYHTBI B COTICETSX U JIPYTUX IMOPTAIaX.

MOXKHO

1. YBakall IpyTrux noIb30BaTesieil;

2. [Tosp3yerbesi IHTEPHET-UCTOYHUKOM - JieJIall CChUIKY Ha HETO;
3. OTKpBIBa# TOJIBKO T€ CCHLJIKU, B KOTOPHIX YBEPEH;

4. O0IIaThCA 3a MOMOIIBIO B3POCIBIM - POJUTEIH, OIIEKYHBI U aJIMIUHUCTPAIUs CAliTOB
BCer/ia IIOMOTYT;

5. Ilpoiinu obOyueHue Ha caite «CeTeBUUOK» U TOJy4d HACIOPT LHUGPOBOTO
rpakJaHuHal

IIpunoxenue NO 2



HNuadbopmManmnoHHaA MaMATKA /IS O0yYaIONNXCS /IS pa3sMelleHUsA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaXKIbIM TOZIOM MOJIOJIE’KU B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a IIIKOJIbHUKHU OJTHU U3
caMbIX aKTUBHBIX IT0JIb30BaTesiell PyHera. Mexy TeM, IOMHMO OTPOMHOTO KOJIMYECTBa
BO3MOJKHOCTEH, MHTEDHET HeCeT W Ipo0sieMbl. DTa IaMsATKAa J0JDKHA ITOMOYb Tebe
0e30IMacHO HAaXOAUTHCA B CETH.

KomnbsroTepHble BUPYCHI

KoMmmplOTepHBIF  BUpYyC - 5TO Pa3HOBUHOCTh KOMITBIOTEPHBIX IPOTPAMM,
OTJIMYUTETLHOU O0COOEHHOCTBI0O KOTOPOU fABJISIETCA CIOCOOHOCTh K Pa3MHOXKeHHI0. B
JIOTIOJITHEHUE K 3TOMY, BHUPYChl MOTYT HOBPEAWTH WU IOJHOCTHIO YHHUYTOXKUTH BCE
daitiel ¥ AaHHBIE, MOAKOHTPOJIBHBIE IIOJIB30BATEN0, OT HMEHU KOTOpPOTO ObLIa
3amyleHa 3apak€HHas IIPorpaMMa, a TaKyKe IOBPEAUTh WM JaKe YHHUUTOXKUTD
OIIEPAlIIOHHYI0 CHUCTEMY CO BceMHU (aiylaMu B I[eJIOM. B OGOJIBIIMHCTBE CIIyyaeB
PaCIpOCTPAHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTopp! 3alIUThI OT BPEAOHOCHBIX IIPOTPaMM:

1. Mcrionp3yil coBpeMeHHbBIE OllepalliOHHBbIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHD
3aIUTHI OT BPELOHOCHBIX ITPOTrPaMM;

2. [TocTogHHO ycraHaBauBail mavTH (IuU@pPOBBIE 3aIUIATKH, KOTOPhIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCA C IEJbI0 JIOPaOTKH IPOrpaMMblI) M Jpyrue OOHOBJIEHUSI CBOEH
omeparuoHHOU cucteMbl. CKauynBal UX TOJIBKO € OPUIIMATIBLHOTO caiiTa pa3paboTymka
OC. Ecu cyiiecTByeT peskKUM aBTOMATHYECKOTO OOHOBJIEHU S, BKJIIOYH €T0;

3. Paboraii Ha cBOEM KOMIIBIOTEPE IO/ ITPABaAMHU I0JIb30BATEJIs, & HE A/IMUHICTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX MMPOTPaMM HHCTAJUTMPOBATHCSA HA TBOEM
IIEPCOHATLHOM KOMIIBIOTEPE;

4. lcnonb3y¥#t aHTUBUPYCHBIE TPOTPAMMHBIE ITPOIYKTHI N3BECTHBIX TPOU3BOTUTEJIEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NIECKUU JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

6. Mcnosp3yil BHellIHNEe HOcUTeIn UHGPOPMAIUY, Takue Kak QJielika, JUCK uinu ¢ailn
W3 UHTEPHETA, TOJIbKO 13 NPO¢depEeHHBIX HCTOUHUKOB;

7. He oTKpbIBall KOMHbIOTepHBIE (alIbl, OJIyYeHHbIE U3 HEHAJEKHBIX NCTOUHUKOB.
Haxxe Te (aiiyibl, KOTOpPbIe MPUCIAT TBOM 3HAKOMBIH. JIydllle yTOUHU y HETO, OTIIPABJIA
JiN OH Tebe ux.

Cetu WI-FI

Wi-Fi - 5To He BUJ mepenavu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH/l, MapKa.
Eme B 1991 roay HuzAepsaHJcKas KOMIIaHUA 3aperucrpupoBaia 6penzs; « WECA», uro
oboszHauaso cimoBocouetanue «Wireless Fidelity», koropsrii mnepeBomuTCa Kak
«becrpoBOHAS TOYHOCTD».

Jlo Hamiero BpeMeHM /OLJIa Jipyras abOpeBuaTypa, KOTopas SBJSETCA TaKOM ke
TexHoJsioruei. 9to abbpeBuarypa «Wi-Fi». Takoe HazBaHHe OBUIO JJaHO ¢ HAMEKOM Ha
CTaHAApT BBICIINK 3ByKOBoU TexHuku Hi-Fi, yTo B mepeBojie O3HAYaeT «BHICOKAS
TOYHOCTB».



Jla, GecriaTHBI UHTEPHET-IOCTYI B Kade, OTeJISIX U a3POIOPTaX SABJAETCA OTIUYHOU
BO3MOXKHOCTBIO BBIXOZIa B UHTepHeT. HO MHOTHE BOKCHEPThl CUYUTAKT, YTO
obmeoctynubie Wi-Fi cetn He sABIAIOTCA 6€30MaCHBIMU.

CoBetbl 10 6e3011acHOCTH paboTe B 0OIIEAOCTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBow JMUHYHO HWHoOpManuioo udepe3 oOmenoctymHable Wi-Fi ceTu.
PaboTasi B HUX, 7KeJIaTeJIbHO He BBOJIUTH MAPOJIU J0CTYIIa, JIOTHHBI U KaKHe-TO HOMepa;

2. Mcnosip3yit 1 OOHOBJISIH aHTUBUPYCHBIE ITPOrpaMMBbI B OpaHamayep. Tem caMbIM ThI
obe3ormacuiib cebsi OT 3aKauyK{ BHPYyca Ha TBOE YCTPOUCTBO;

3. IIpu wmcnonb3zoBanuu Wi-Fi otxroun ¢QyHKmuo «OOmui AocTyll K daiiaM u
npuHTepam». JlaHHasg QYHKIUS 3aKpbITa [0 YMOJIYAHUIO, OJIHAKO HEKOTOpbIE
MI0JIb30BATEIN aKTUBUPYIOT €€ 1 y/I00CTBa UCIIOIb30BaHUA B paboTe Wiu yuele;

4. He ucronb3yit nmyosmunbii WI-FI 1 miepesiaum JIMYHBIX JaHHBIX, HAIIPUMeEp IS
BBIXO/Ia B COIJUAJIbHBIE CETU UJIU B 3JIEKTPOHHYIO I10UTY;

5. Wnosnp3yi TosbKO 3ainuiiieHHoe coenuHeHue dyepe3 HTTPS, a we HTTP, T.e. npu
Habope BeO-aapeca BBoU UMeHHO «https://»;

6. B wmoOwibHOM Tenepore oTkioun Gyaknuioo «Iloxkmouenne k  Wi-Fi
aBTroMarnuecku». He mormyckail aBTOMaTUYECKOTO MOJIKIIOYEHHS YCTPOUCTBA K CETAM
Wi-Fi Ge3 TBoero coryacus.

ConuajibHbIE CETH

CornuasibHble CETH aKTHBHO BXOJAT B HAIILy KU3Hb, MHOTHE JIIOAU PAbOTAIOT U KUBYT
TaM IIOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MUITUAP/T YEJIOBEK, UTO SBJISIETCS
OJIHOH CeIbMOM BCEX KHUTeJIeH ITaHeThbl. MHOrme II0J1hb30BaTeIM HE MOHMMAIOT, YTO
uHopManus, pas3MellleHHas UMH B COIMAJIbHBIX CETAX, MOMKET OBITh HalJleHa U
HCIIOJIb30BaHA KEM YTOTHO, B TOM YHCJIe He 00sA3aTeIbHO ¢ 0JIariMy HaMePEHUSMH.

OCHOBHBIE COBETHI 10 O€30ITaCHOCTH B COOHAJIBHBIX CETAX:

1. OrpaHuYb CHUCOK Jipy3edl. Y TeOs B APy3bsX He JOJDKHO OBITh CIyYaHHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3amuiai CBOI YacCTHYIO KU3Hb. He ykaswpiBail maposu, TeaedoOHBI, azpeca, JaTy
TBOErO POXKJEHUS U [APYIyl0 JWUYHYyl0 UHoOpManuo. 3JIOyMBIIUJIEHHUKA MOTYT
HCHOJIb30BaTh Aa)ke WHQPOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUPYETe
MPOBECTU KAHUKYJIbI;

3. 3amnuInai cBO PeIyTanulo - IEPKHU €€ B UHCTOTE U 3a7[aBail cebe BOIPOC: XOTeJT ObI
TBI, UTOOBI APYTHE II0JIb30BATEIN BUJIEJIH, UTO ThHI 3arpykaemib? [logymai, mpexe yeM
YTO-TO OIyOJIMKOBATh, HAIIMCATh U 3aTPY3UTh;

4. Eciu ThI ToBOpHUIIb C JIOAbMH, KOTOPbBIX HE 3Ha€llb, HE HCHOJII)BYﬁ CBO€ peayIbHOE
HUMA U APYTYyIO JIMYHYIO HH(bOpMaIII/II/IZ nMdA, MECTO KUTEJIIbCTBA, MECTO y‘-Ie6bI U 11pouee;

5. M36eraii pasmemenus ¢gororpaduii B IHTEpHETE, T/ie Tl N300pakeH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIPEJIETUTh TBOE MECTOIOJIOKEHUE;

6. ITpu perucrpamnuu B COIMAIBHON CeTH HEOOXOUMO HCII0JIb30BaTh CJI0KHBIE ITaPOJIH,
cocTosInye U3 OyKB U udp U ¢ KOJIMYECTBOM 3HAKOB He MeHee 8;



7. IJIs1 coruasibHON CeTH, IMOUTHI U JIDYTUX CANTOB HEOOXOIMMO HCIOJIb30BaTh Pa3HbIE
maposiu. Torga ecyim Tebs B3JIOMAOT, TO 3JI0YMBINJIEHHUKH TOJIYYaT JIOCTYT TOJIBKO K
OTHOMY MECTY, a HE BO BCe Cpasy.

DJIeKTPOHHBIE J€HbIU

OIeKTPOHHBIE JIEHBI'M — 3TO OYEeHb yOOHBINM cHoco0 IIaTe:ked, OJHAKO CYIIEeCTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT OJIyYUTh 3TH JEHBTH.

SJ'IGKTpOHHbIe A€HbI'l IIOABUJIMCb COBCEM HE€JAaBHO M MMEHHO H3-3d 3TOI'O BO MHOTHX
TOCyaapCTBax A0 CHUX IIOP HE IIPOITMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (YHKIMOHHMPYIOT M O HHX VK€ IIPOIIMCAHO B 3aKOHE, IJle UX
pasiesIIoT Ha HECKOJIPKO BUJIOB - aHOHUMHBIE U He aHOHUMHbIe. Pa3HHUIIa B TOM, UTO
AHOHHUMHBIE - 5TO Te, B KOTOPBIX paspellaercs HTPOBOAUTH omepanuu 0e3
uieHTU(DUKAIIUY TI0JIb30BaTesIs, a B HEAHOHHMMHBIX HIAEHTH(MUKAIIUU I10JIb30BATEIS
ABJsEeTCSA 00513aTeIbHOM.

Takoke ciefyeT pasjinyarh 3JeKTPOHHBIE (pUaTHbBIE JIEHBI'M (PaBHBI TOCY/IAPCTBEHHBIM
BaJIIOTaM) U 2JIEKTPOHHBIE HepuaTHBIE IeHbIU (He paBHBI TOCYAaPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI 110 O€30MacHON paboTe ¢ 3JIEKTPOHHBIMH JIEeHbIaMH:

1. [IpuBsku K cuery MOOWIBHBIN TesieOoH. DTO caMblil YAOOHBIA M OBICTPBIN CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBs3aHHbIN TesieOH IOMOKET, ecId 3a0y/elb CBOM
IJIaTEXHBIN TapOJIb UJIN 3aUi/ielllb Ha CAaWT ¢ HE3HAKOMOTO YCTPOUCTBA;

2. Mcnosnp3yit ogHOpa3oBble maposu. [locie mepexosia Ha YCHUJIEHHYIO aBTOPHU3AIIHUIO
Tebe y>ke He Oy/IeT yrpokaTh OMMACHOCTh KPaKK WJIM IepexBaTa IJIaTeKHOTO TapoJis;

3. Beibepu cioxkHBIA maposib. IlpecTymHukam OyZeT He MPOCTO YraZaTh CJIOXKHBIH
naposib. HazesxHble maposiu — 3TO IapoJId, KOTOpbIe COZepsKaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ceDOsl CTPOUHBbIE U MPOMHUCHBIE OYKBBI, ITUGPHl U HECKOJIHKO CHUMBOJIOB,
Takue KaK 3HaK J|0J1apa, QyHTa, BOCKJIMIIATEIbHbIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAY cBOU JINUHBIE TaHHBIE HA CAaliTaX, KOTOPHIM He JJ0Bepsellb.
AJIeKTPOHHAA IIOHTA

DJIeKTPOHHAA NOYTa — 3TO TEXHOJIOTUA U IIPEJIOCTaBJIsIeMble €10 YCIYTU IO IlepechLiKe
U MOJIyYEeHUIO 3JIEKTPOHHBIX COOOIIEHUU, KOTOphle PaCIpeesIsoTCs B KOMIIBIOTEPHOM
cetu. OOBIUHO 5JIEKTPOHHBIA TIOYTOBBIM AWK BBIVIAAUT CJIEAYIOIUM 00pa3oM:
HUMsI_TI0JIb30BaTEIISI@UMS_JIoMeHa. Tak:ke KpoMe Iepe/ladaul MPOCTOr0 TEKCTa, UMeeTC s
BO3MOXKHOCTB Tepe/IaBaTh pauIbl.

OCHOBHBI€E COBETHI 110 O€30IMacHON paboTe C BJIEKTPOHHOU MOUYTOM:

1. Hazo BrIOpaTh mpaBUIbHBIA IOUTOBBIN cepBUC. B HHTepHETE ecTh OrPOMHBIN BBIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEINIb U KTO
IePBbII B PEUTHHTE;

2. He yka3pIBail B JIMYHOU mouTe JINYHYIO HHpopMarumo. Hanmpumep, jrydiie BRIOpATh
«My3bIKaJIbHBIN__(haHAT@ » WIIN «POK2013» BMecTO «TeMal3»;

3. Mcrosp3yH IByXaTAITHYI0 aBTOPU3AINI0. DTO KOT/la IOMHMO IapoJisi Hy>KHO BBOJUTH
KO/I, TpuchLIaeMbli 110 SMS;



4. Bpibepu CJIOKHBIN Taposib. JIJ1 KaKOTO ITOYTOBOTO SIIHKA JOJDKEH OBITh CBOU
Ha/IEeKHBIH, YCTOMYUBBIN K B3JIOMY IApOJIb;

5. Ecsii ecTh BO3MOKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. Vcrosnb3yil HECKOJIBKO IOYTOBBIX ANUKOB. llepBbIM /11 4acTHOU MEPEeNuCcKH C
azpecaTaMu, KOTOPBIM ThI JIOBEPSEIIb. ITO JIEKTPOHHBIN aJipec He HAJ[0 UCII0JIb30BaTh
IIpU perucrpanuu Ha Gpopymax U cauTax;

7. He oTKpbIBail aiiyibl U APYTHUE BJIOKEHUS B MHUChMAX JIAKe €CJIU OHU MPUIILIN OT
TBOUX Zpy3e. JIydllle yTOUHU y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu pauibl;

8. Ilocne okoHuaHus pabOTHI HA IOYTOBOM CEPBHICE IEPe]] 3aKPHITUEM BKJIAJIKA C
caiToM He 3a0y/lb HAXKaTh HA « BEIUTH».

Ku6epOy utiHT Wik BUPTYaJIbHOE U3/I€BATETHCTBO

KubepOy/sutmHT — mpeciieJoBAaHUE COOOIIEHUSMHE, COAEPIKAIUMU OCKOpOJIeHuUs,
arpeccuio, 3aIyTUBaHUE; XYJIUTAHCTBO; COI[UAJIIbHOE OOMKOTHPOBAHME C IOMOIIBIO
Pa3IMYHBIX UHTEPHEeT-CePBUCOB.

OcHOBHBIE COBETHI 10 OOPBOE ¢ KNOEPOYJUTHHTOM:

1. He Opocatics B 60M. JIydmuii cmocob: IMOCOBETOBAThCS KaK ce0s BECTH W, €CJIM HET
TOTO, K KOMY MOKHO 00paTUThCS, TO BHAaYasIe YCIOKOUThCs. ECIM ThI HAYHEITh OTBEYATh
OCKOPOJIEHUSIMH Ha OCKOPOJIEHH S, TO TOJIBKO ellle OOJIbIIe Pa30skKIKellb KOHDIINKT;

2. YrpasJisaii cBoel KubeppelyTaueii;

3. AHOHUMHOCTh B CE€TH MHHMaAas. CymeCTBYIOT CII0COOBI BBIACHUTDH, KTO CTOHUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTouT BecTH XyJINTAaHCKUU 00pa3 BUPTYaJIbHOU KU3HU. IHTEpHET (PUKCUpYET BCe
TBOU JIEUCTBUS U COXPAHAET UX. YIAJIUTD UX OyZleT KpaliHe 3aTpy/IHUTEJIHHO;

5. Cobutio/1a11 CBOI BUPTYaJIbHYIO YECTH CMOJIOAY;

6. UrHopupyii eauHUYHBIN HeratuB. OJHOPa30BbIE OCKOPOUTENIBHBIE COOOIIEHUS
Jiy4diiie uirHopupoBatb. OGBIUHO arpeccus MpeKpalaeTcs Ha HauaJbHOU CTaiuu;

7. ban arpeccopa. B nporpammax o6MeHa MTHOBEHHBIMU COOOIIEHUSAMU, B COITUATBHBIX
CeTSIX eCTh BO3MOXKHOCTH OJIOKHPOBKH OTIIPABKH COOOIIEHUH € OIIPEZIETIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzerenb KubepOysuimHra. TBOM JieiCTBUA: BBICTYIIUTh IPOTUB
mpecjie/ioBaTesisAd, MOKa3aTh €My, 4YTO €ro JIeMCTBHS OILIEHUBAIOTCA HEraTUBHO,
MOZIEPIKATH JKEPTBY, KOTOPOH HYKHA IICUXOJIOTHUYECKAS IOMOIIb, COOOIUTH B3POCTBIM
0 ¢aKTe arpecCUBHOTO MTOBE/IEHUS B CETH.

MobupHBIH TeedoH

CoBpemenHble cMapT¢OHBI M IUIAHIIETHI COZEepKAT B cebe BIIOJIHE B3POCJIBII
¢dyHKIIMOHA, W Temepb OHU MOTYT KOHKYPUPOBAaTh CO CTAllMOHAPHBIMU
KomIbloTepaMu. OJTHAKO, CPEACTB 3AIUTHI JJIsI TIOIO0OHBIX YCTPOMCTB ITOKa OYeHb MaJIo.
TecTrpoBaHUe U MOUCK YA3BUMOCTEN B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, KaK JIJIA
1K, To ke caMoe KacaeTcss U MOOMJIbHBIX ITPUJIOKEHHH.



CoBpeMeHHbIE MOOWIbHBIE Opay3epbl y:Ke IIPAKTUUECKH JIOTHAJIHU HACTOJIbHbIE
aHAJIOTH, OJTHAKO paciiupeHre QYHKIIMOHAA BaeveT 3a cOO0U OOJIBIIYIO CI0KHOCTh U
MEHBIIYIO 3aIUIIEeHHOCTb.

Jlajieko He Bce IMPOW3BOIUTEIH BBHIMTYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIE KPUTHUECKUE
YSA3BUMOCTH JIJIST CBOUX YCTPOKCTB.

OcHOBHBIE COBETHI /11 6€301MacHOCTH MOOMJIBHOTO TesiepoHa:

1. Huuero He sABJiseTcs IIO-HACTOAIIEMY OecIIaTHBIM. BYZLI) OCTOPOXKEH, BEAb KOIrJga
Tebe npenjaararmT OecIIaTHBIN KOHTEHT, B HEM MOTIYT OBITH CKPBITBI KaKHE-TO IIJIaTHBIE
yoIyru;

2. Jlyma#i, mpexie uem otupaButh SMS, ¢poTo wiu Buzeo. Thl TOUHO 3HAEID, T/IE OHU
OyAyT B KOHEUHOM UTOTE?

3. Heo6xo/1Mo 0OHOBJIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapT(OHa;
4. Vlcrionb3yit aHTUBUPYCHBIE TPOTPAMMBI JJ1sI MOOMJIBHBIX TeIe(OHOB;

5. He 3arpy>1<a1‘/’1 IIPUJIOZKEHUA OT HEUM3BECTHOI'O KCTOUYHHUKA, BEAb OHU MOTYT COAEPKATb
BpE€AOHOCHOE IIpOrpaMMHO€E O6€CH€LI€HI/I€;

6. ITocsie TOrO Kak ThI BBIMJIENIH C caliTa, I/ie BBOAWI JIMUHYIO WHGpOpMAIINIO, 3alU B
HaCTPOUKHM Opaysepa M yjaiu cookies;

7. Ilepmoaruecku IpoBepsAN KaKue IJIaTHbIe YCIIyTU aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBOM HOMep MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth jmomkeH OBITH BBIKJIFOYUEH, KOTZa Thl UM He IOJIb3yelnbesa. He 3a0bIBait
WHOT/IA TIPOBEPSTH 3TO.

Online urpsr

CoBpeMeHHble OHJIAUH-UTPBI - 3TO KpacOuHble, 3aXBaThIBAIOIINE pa3BJIeYeHU,
00'beIMHSIONINE COTHU THICSY YEJIOBEK 0 BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHp, 00mIaloTCA APYT C JIPYTOM, BBHINIOJIHAIOT 33J]JaHUf, CPAXKAIOTCA C MOHCTPAMHU U
MOJIyJalOT OMNBIT. 3a YJOBOJILCTBUE OHU IUIATAT: IOKYHAKT [AUCK, OIIAYUBAIOT
a0OHEMEHT WU MTPUOOPETAI0T KAKUe-TO OIIHH.

Bce atu cpezcrtBa uAyT Ha NOAJep:KaHME M pa3BUTHE UTPHI, a TaKKe Ha CcaMy
0e30IMacHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI aBTOPU3AI[UH, BBIITYCKAIOTCSA HOBBIE ITATIU
(1mudpoBbIe 3aIUIaTKU AJ1 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOHUT OIlaCaTbCA HE€ CTOJIBKO CBOHX COIIEPpHUKOB, CKOJIBKO KpPaXXu
TBOET0 I1ap0JId, Ha KOTOPOM OCHOBaHaA CUCTEMA aBTOpHU3alln OOJIBIIINHCTBA urp.

OCHOBHBIE COBETHI 110 HE30IIACHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecstu gpyroii urpok BezieT cebs1 II0X0 WU co3/4aeT Tebe HeMPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. Tloxkasyiica aAMHUHUCTPATOpaM WrpPbl Ha IUJIOXOe IIOBEJIEHHE STOr0 UIPOKa,
>KeJIaTeJIbHO IMIPUIOKUTh KaKHe-TO JI0Ka3aTeIbCTBA B BU/IE CKPUHOB,



3. He ykasbiBaii inuHyo nHpopMaIuio B npodaiisie Urpsi;
4. YBaXkall IpyTUX y4aCTHUKOB I10 UTDE;

5. He ycranaBinBai HeouIiuagbHbIE TATYU U MOJIBI;

6. cnosib3yli cj10:KHBIE U PAa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs WUTrpbl He CTOUT OTKJIIOYATh aHTUBUpYC. [loka ThI Urpaelib, TBOU
KOMIBIOTEP MOTYT 3aPa3UTh.

QOUIIUHT WX KpaXa JIMYHbIX JaHHbIX

OOBIYHOMI Kpa}Keﬁ AC€HET U JOKYMEHTOB CE€rogHd YK€ HHKOIo H€ yAWBHIIIb, HO C
Pa3BUTHUEM I/IHTepHeT-TeXHOJIOI‘I/Iﬁ SJIOYMBIIIIVIEHHUKH IIEPEMECTUJINCh B UHTEPHET, U
IIPpOAOJIZKAIOT 3aHNMATbCA «JIFOOMMBIM » A€JIOM.

Tak mosiBUIaCh HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBAa WX (UIIUHT, TJIABHAS IIeJTh
KOTOPOTO COCTOUT B TIOJyYEeHWH KOHOUAEHIIMAJIbHBIX JAHHBIX II0JIb30BATEJIEH —
JIOTUHOB U napoJiei. Ha anriuiickom si3bike phishing ynraercs kak ¢umwuHr (ot fishing
— pbIOHas JI0BJIsA, password — IapoJib).

OcHOBHBIE COBETHI 10 OOPBOE ¢ GUIIIITHTOM:

1. Ciremn 3a CBOMM akKKayHTOM. Eciu ThI IIOJ03peBaelllb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKODEE;

2. Hcrmonp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Wcnonp3yii ciiokHBIE U pa3Hble nmaposu. Takum ob6pas3oMm, ecyu TeOsA B3J0MaIOT, TO
3JIOYMBINIVIEHHUKY MOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Eciu Tebs1 B310Masu, TO HEOOXOAUMO MIPEeAYIIPESUTH BCEX CBOMX 3HAKOMBIX, KOTOPbHIE
n00aBJIeHbI Yy TeOA B JIPY3bsAX, O TOM, YTO TebOs B3JIOMaJN U, BO3MOXKHO, OT TBOETO
“MeHH OyZleT pacChUIaThCA CIIaM U CCHUIKU Ha (PUIITUHTOBBIE CAUTHI;

5. YcranoBH HaziexkHbIN n1aposib (PIN) Ha MOOMIIBHBIN TetedOH;
6. OTKII0YU cOXpaHEeHUe MapoJis B Opaysepe;

7. He oTkpsiBail aiiyibl U Jpyrue BJIOXKEHUsS B MHUChbMaX Jlake eCJId OHU MPHUIIIN OT
TBOUX Jipy3el. JIydllle yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (ailybl.

[Mudposas penyranus

[{udpoBas pernyranus - 3TO HETATUBHAs WIN MO3UTUBHAs WHGOPMAIUs B CETU O Tebe.
Kommpomerupyromiasa uHdopmanus pasMellleHHass B WHTEPHETe MOXKET CEPhe3HBIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIU (popmupyeTtcs u3 nHdopMmanuu o Tebe B UHTEPHETE.

TBOoe MeCTO JKUTEJIbCTBa, y4yeObl, TBOe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa ¥ paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIJIUBAETCS B CETH.



MHorue moAPOCTKHU JIETKOMBICJIEHHO OTHOCATCSA K ITyOJIMKAI[UK JINYHOU HHGOPMAIIUH B
HHTEepHEeTe, HE TIOHUMAasA BO3MOXKHBIX MTOCTAeACTBUN. ThI Taske He CMOXKEIb I0TafaThCsl
o ToM, uTo ororpadusi, pazMelleHHas 5 JIeT Ha3ajl, CTajia MIPUUYNHON OTKa3a IPUHSATh
Tebs1 Ha paboTy.

KommenTapuu, pasmeineHue TBoux dotorpaduii U Apyrue AeUCTBUSA MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl HE 3HAEIIb, KTO COXPAHUI 3TY
nHopManuio, momajga JU OHAa B IOWCKOBBIE CHCTEMBI M COXpAaHWIACh JIK OHA, a
[JIABHOE: UTO MOJyMAalOT O TeOe OKpYy:Karollee JIIOAU, KOTOpble HAUAYT U YBUJAT 3TO.
Hatiti napOopManuo MHOTO JIET CITCTs CMOXKET JII000U - KaK U3 JOOPBIX MTOOYKIAEHUH,
TaK ¥ ¢ HAMEePEHNEM MPUIYNHUTH BpPel. ITO MOKET OBITh KTO YTOTHO.

OCHOBHBI€E COBETHI 110 3alUTE U(PPOBOY PeIyTaAIUH:

1. I[loxymaii, mpexkae 4yeM 4TO-TO IIyOJIMKOBaTh U IEpefaBaTh y ceOsa B OJyiore WA B
COITMAJIBHOHU CETH;

2. B HacTpoiikax mpoduis yCTAaHOBU OTPAaHUYEHHSA Ha IIPOCMOTP TBOETO MPOMUIIA U €TI0
COJIEP?KUMOTO, C/IeJIal €T0 TOJIBKO «JJISA IPy3€ei»;

3. He pasmernaii u He yKkasbiBail HH(GOPMAIIHIO, KOTOPAs MOKET KOro-11ub0 0CKOPOJIATD
WJIA OOUKATD.

ABTOpCKOE IPaBO

CoBpeMeHHbIE IITKOJIBHUKU- AaKTHBHbBIE IOJIB30BaTEU IU(PPOBOTO IPOCTPAHCTBA.
OJTHAaKO JTaJIEKO HE BCe 3HAIOT, UTO MM0JIb30BAHNE MHOTUMU BO3MOXKHOCTSIMH IHU(MPOBOTO
Mupa TpebyeT coOJII0IEHUS ITPAB HAa UHTEJIEKTYAIBHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJIEKTyaIbHAsI COOCTBEHHOCTH» OTHOCHUTCS K Pa3IUYHBIM TBOPEHUIM
YeJIOBEYECKOTO yMa, HAYMHAS C HOBBIX HM300pETEHWI UM 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HAa MPOJYKTHl U YCJIYTU , U 3aKaHUYMBasg KHUTaMmu, Qororpadusamu,
KUHOGWIbMaMU U My3bIKaJIbHBIMU IIPOU3BE/IEHUAMU.

ABTOpCKHE TIpaBa - 3TO IPaBa Ha UHTEJUIEKTYAJIbHYIO0 COOCTBEHHOCTh HA IMTPOU3BEJEHHUS
HayKH, JIUTepaTypbl U UCKyCCTBA. ABTOpPCKUE IpaBa BBICTYNIAIOT B KauecTBe rapaHTUU
TOTO, YTO UHTEJIIEKTYAIbHBIN/ TBOPUECKUH TPYZ aBTOPa He OyAeT HalpacHbIM, JaCT My
CIIpaBe/JIUBblE BO3MOXKHOCTU 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPyZAa, MOJIYIUTh
M3BECTHOCTH U Tpu3HaHue. HukTo 6e3 paspeleHus: aBTOpa HE MOKET BOCIIPOU3BOIUTH
€ro TPOU3BENEHUEe, PACIPOCTPAHAThH, IyOJIMYHO JAEMOHCTPUPOBAaTh, IPOAABATH,
HMIIOPTUPOBATh, MyCKaTh B IPOKAT, IyOJIMYHO UCIIOJIHATH, IOKA3bIBATh/UCIIOJIHATH B
a¢upe nim pa3memiaTts B IHTEpHEeTE.

Vcnosb3oBaHUe «IMHUPATCKOTO» MPOrpaMMHOro obeclieueHUs MOXKeT IPUBECTH K
MHOTHM PHCKaM: OT IOT€PHU JAHHBIX K TBOUM aKKayHTaM /0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I7le YCTAHOBJIEHHBIN He JieraibHAasA nmporpamMMma. He cTouT Tak:ke 3a0bIBaTh,
YTO CYIIIECTBYET JIETAIbHbBIE U OeCIIaTHBIE IPOTrPAaMMBbl, KOTOPbIE MOKHO HAWTH B CETH.

O noprane

CeteBUYOK.p - TBOU TIJIaBHBIM COBETYUK B CeTU. 37eCh Thl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IIOHATHBIM M JIOCTYIIHBIM SI3BIKOM, a NPU BO3HUKHOBEHHU
KPUTUYECKONM CHUTyallud OOPaTUTHCS 3a COBETOM. A TakXKe NPHUHATH Yy4YacTHe B
KOHKYypCax U CTaTh CaMbIM IIU(POBBIM IPKAAHUHOM!



IIpunoxenue N 3

IIamarka 1A poauresierl 00 HHPOPMAITUMOHHON 0€30MaCHOCTH
aeren

Omnpenesienne TepMuHa «WHGpOpPManuoHHas 0e30IacHOCTb JeTel» COJIEPXKUTCH B
®enepanpHoM 3akoHe N2 436-03 «O 3amure geteid oT MHGOPMAINU, TPUINHAIONIEN
Bp€/l X 37I0POBBIO U Pa3BUTHUIO», PETYJIUPYIONUM OTHOIIEHUS, CBI3aHHbBIE C 3aIIUTOMN
nereil or wHGOpPMAIUK, MPUYUHAIONIEH BpeI WX 3A0POBbI0 W (WJIH) PpPa3BUTHUIO.
CoryiacHO ZJaHHOMY 3aKOHY «MH(OpPMAIOHHAsA 6€30I1aCHOCTb JETEN» - 3TO COCTOSHUE
3AlUIIEHHOCTH, IPU KOTOPOM OTCYTCTBYeT PHCK, CBA3AHHBIA € IPUYHMHEHUEM
nHdopmanuel Bpezia ux 3J0POBbI0 U (1in) PpusnaeckoMy, ICUXUIECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuny ®enepasipHoro 3akoHa N9 436-®3 wunHbopmarueld, MPUUUHAIOIEH Bpen
37I0POBBIO U (WJIM) PA3BUTHIO JIETEH, SIBJISETCH:

1. uHdopMaIus, 3alpelleHHas AJ1d pacIpoCcTPpaHeHUs CPeu IeTel;

2. nHGOpPMAaIHA, PAaCIPOCTPAHEHNE KOTOPOH OrPaHUYEHO CPeU ATl OIpeeIeHHBIX
BO3PACTHBIX KATETOPUH.

3. Kuadopmanuu, 3anpenieHHON s paCIPOCTPAaHEHUs CPeAU JAeTel, OTHOCUTC:

4. naopManus, MoOyKAamIIas JIeTell K COBEPIIEHUIO JAeUCTBUM, IMPECTABISIONINX
yIpoO3y WX JKU3HU W (WIH) 3/I0pOBBIO, B T.4. IPUYNHEHHUIO BpEJla CBOEMY 370POBBIO,
caMOyOUICTBY;

5. CIOCOOHOCTH BBI3BATh y JleTe€U KeJlaHHWEe YIOTPEOUTh HAPKOTHUYECKHE CPECTBA,
IICUXOTPONHBIE W (WIKM) OJYPMAaHUBAIOIIME BeEIIeCTBa, TabadyHble W3/EJIHA,
AJIKOTOJIBHYIO U CIIMPTOCO/IEPIKAIIYIO IIPOAYKIUIO, IINBO U HAIIUTKYU, U3rOTaBJIMBaeMble
Ha ero OCHOBe; NPHHATH y4yacTHe B a3apTHBIX HUIPaX, 3aHUMATHCA HPOCTUTYIUEH,
OpOASKHUYECTBOM WJIU TOTPOIIAHHUYECTBOM;

6. 00OCHOBBIBAIOIIAS WJIM OIpPAaBAbIBAKOINAA JOIYCTUMOCTh Hacwiusd © (Win)
JKECTOKOCTU JMOO0 TOOYK/IAaIoas OCYIEeCTB/IATh HACUJIbCTBEHHBIE JIEHCTBUS IO
OTHOIIIEHUIO K JIIOASAM U >KUBOTHBIM;

7. OTPUIIAIONIAs CeMeHHbIE IEHHOCTH M (QOPMHUPYIOIIas HeyBaKEHUE K POJIUTEISAM U
(wm) ApyruM 4ieHaM CEMbH;

8. ompaBzpIBatoIas IPOTUBOIIPABHOE MOBE/IEHUE;
9. cojieprKalasi HelleH3ypHYIo OpaHb;
10. cojiepkaras HHGOPMAIUIO TOPHOTPAGUUECKOTo XapaKTepa.

K undopmarnuu, pacnpocTpaHeHre KOTOPOU OTPAaHUYEHO CPEJIU JIETell OnpeieIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. uHopManus, mpeacTaBpasgeMas B Bue U300payKeHUs] WJIN OIHMCAHUS KECTOKOCTH,
¢usmueckoro u (WIM) TICUXHMYECKOTO HACHWJIHMA, IPECTYIUIEHUS WJIH HHOTO
AHTHOOIIECTBEHHOTO IEUCTBUS;


http://vip.1obraz.ru/#/document/99/902254151/
http://vip.1obraz.ru/#/document/99/902254151/
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2. BBI3BIBAIOIIAA y JleTel CTpaX, y:Kac WIM MAaHUKYy, B T.4. IpeJiCTaBjseMas B BUE
U300pakeHusT WU OIMCAHUA B YHIDKAIONIEW 4YeJIOBeUecKoe JIOCTOMHCTBO ¢dopme
HEHACWIBCTBEHHOU CMePTH, 3a00JIeBaHusA, CAMOYOUICTBA, HECUACTHOTO CJIy4dasi, aBapUN
WJIK KaTacTpO(dbI U (MJIM) UX MTOCIIEICTBUM;

3. mpejcTaBsieMasi B BU/Ie N300pakKeHUs WU OIMCAHUS TOJOBBIX OTHOIIEHUN MEXKITY
MY?KYHMHOH U JKEHIITUHOM;

4. coziepkalinas OpaHHbIe cJI0Ba U BhIPaXKeHU, He OTHOCAIIMeCs K HelleH3ypHOU OpaHu.

C yuerom sTOorO Bam mpezararorces mpaBusia paboThl B ceTu VIHTEPHET A1 Pa3IMYHBIX
BO3PACTHBIX KaTeropui, cobJtozieH1e KOTOPBIX MIO3BOJIUT obecreunTh
nHGOPMAIIMOHHYI0 6€30ITaCHOCTD BAIIIHX JIETEM.

OO1ue mpaBuia A poauTeiei

1. HezaBucumo oT Bo3pacta pebeHKa WCIOJIB3YHUTE IIPOrPaMMHOE obecredyeHmue,
nomoraroiee GUIBTPOBATh U KOHTPOJMPOBATH WHGOpPMAIIUIO, HO He IoJaraiTech
TOJTHOCTHIO Ha Hero. Bame BHMMaHMe K peOEHKY - TJIAaBHBIA METO/] 3aIIIUTHI.

2. Ecyu Baiin pebeHOK MMeeT aKKayHT Ha OJHOM U3 COIUATbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.11.), BHUMATeJbHO H3y4YUTE, KAKYyID HWH(MOPMAIUIO
IIOMENIAIOT €r0 YYaCTHUKU B CBOUX Npodmisax u Osorax, BkIouas Qororpadpum u
BH/IEO.

3. IIpoBepbTe, ¢ KaKUMHU JIDyTUMH CaUTaMU CBSI3aH COI[UAJIBHBIN cepBHC Barero
pebenka. Crpannuku Bamero pebGenka moryr ObITh 6e30macHBIMH, HO MOTYT U
COZIEPIKATh CChUIKU HA HEXKeJIaTeJIbHBbIE U OTIACHbIE CAWThI (HarpuMep, TOPHOCAUT, WJIN
CalT, HA KOTOPOM JIpyT yIIOMHHAeT HOMEP COTOBOTO TesjedoHa Barero pebenka mwim
Bamr qomarntauii agpec)

4. IMoompsiiTe Bamux gereit coobIaTh 000 BCEM CTPAHHOM HJIH OTTAJIKUBAIOIINM H He
CJIMIIIKOM OCTPO pearupyuTe, KOTJ/Ia OHU 3TO JeJIaloT (M3-3a OmaceHus MOTEPSATD JIOCTYII
K VHTepHeTy JleTH He TOBOPAT POAUTENSAM O IpoOseMax, a TaKKe MOTYT HadaTb
HCIOJIb30BaTh VIHTEpHET BHE I0OMA U IIIKOJIBI).

5. Bynbre B Kypce ceTeBol ku3HU Bamero pebenka. VIHTEpecyliTech, KTO UX APY3bs B
W HTepHEeT Tak ke, KaK UHTepecyeTeCh peajIbHbIMU JIPY3bIMMU.

Bospacr ot 7 1o 8 siet

B MHTepHeTe pebEHOK CcTapaeTcsl MTOCETUTh Te WUJIM MHbIE CAUThI, 8 BO3MOYKHO U YaThl,
paspelieHre Ha IOCelleHUe KOTOPBIX OH He MOJydus Obl OT poautesneit. ITostomy
poauTesisiM OCOOEHHO TOJIE3HBI OyIyT Te OTYEThl, KOTOpPbHIE IIPEIOCTABJIAIOTCS
IporpaMMaM¥ 110 OTPAaHUUYEHHUIO WCIOJIb30BaHUs VHTepHeTa, T. €. PomuTenbcKuil
KOHTPOJIb WJIM TO, UTO BBl CMOKeTe YBUJETh BO BpeMeHHbIX (daiysax. B pesysbrate, y
pebeHKa He OyZeT OLIyIIeHUs, YTO 3a HUM BeJleTCA IMOCTOSSHHBIM KOHTPOJIb, OJTHAKO,
poxnutenu OyAyT IO-TIPEKHEMY 3HaATh, KaKWe€ CAUTHI MOCEIaeT nx pebeHOK. /letn B
JAaHHOM BO3pacTe 00J1aJJal0T CHJIBHBIM YyBCTBOM CEMbH, OHU JIOBEPUUBBHI U HeE
COMHeBaTcs B aBToputeTax. OHU JIIOOAT UTPaATh B CETEBBIE UTPHI U ITyTEIIECTBOBATH 110
VHTEpHETY, WCIOJIb3ysA BJIEKTPOHHYIO IIOYTY, 3aXOAUTh HAa CalThl W 4aThl, He
peKOMEeH/I0BaHHbIE POJUTEISIMU.

Coserbl 110 Oe30macHOCTH B ceTu VIHTEepHEeT 1714 AeTel 7-8 et



1. Co3mariTe CIMCOK JOMAITHUX MIPaBUJI MOceleHns M HTepHeTa MPU YYaCTUH JIeTed U
TpeOyiiTe ero BHITIOTHEHUS.

2. TpebOyiite or Bamero pebGeHka coOI0/IeHHsI BPEMEHHBIX HOPM HAXOXKIEHUSA 3a
KoMmbOTEPOM. [lokakuTe pebeHKy, uTo Bbl HabsromaeTe 3a HUM He IIOTOMY 4YTO Bam
9TO XOYeTCs, a MOTOMY UTO Bl OecriokouTech 0 ero 6€30MacHOCTU U BCer/ia TOTOBHI €My
IIOMOYb.

3. Kommprotep ¢ moaxiroueHneM Kk VTHTEPHETY /TIOJKEH HAXOAUTHCA B 00IIEel KOMHATE
10/l IPUCMOTPOM POJAUTENIEN.

4. HCHOJ’IBEEYﬁTG Cliequa/ibHbI€ AETCKHE IIOMCKOBbIE MAIIITHBI.

5. Mcnonp3yliTe cpeAcTBa 0JIOKUPOBAHUA HeXKeJIaTeJIbHOTO KOHTEHTA KakK /I0N0JIHeHNe
K CTaH/IaPTHOMY PoiUTeThCKOMY KOHTPOJIIO.

6. CozmaiiTe ceMeHHBIH SJIEKTPOHHBIN SAIIUK, YTOOBI HE IIO3BOJIUTH JETSAM HMETh
coOCTBEeHHBIE ajipeca.

7. BraokupyiiTe mocTymn K caiiTaM ¢ OeCrlaTHBIMU IMOYTOBBIMU SIIMKAMU C TIOMOIIBIO
COOTBETCTBYIOII[ETO IPOTPAMMHOr0 0OecredeHus.

8. Ilpuyuure pnereil coBeToBaThCs ¢ Bamu mepes; omyOJIUKOBAaHHMEM KaKOU-IHOO
MHGOPMAIIMU CPEJICTBAMU 3JIEKTPOHHOU IOYTHI, YAaTOB, PETUCTPAIUOHHBIX GOPM U
npoduien.

9. Hayuure pnereii He 3arpyxarb (aiyibl, MpOrpaMMbl WIH My3bIKy 0e3 BaIlero
corJiacus.

10. He paspermnaiiTe feTsaM UCIOJIH30BATH CIIY?KOBI MTHOBEHHOTO OOMEHa COOOITEHUSIMH.

11. B «BenpIii» CIECOK CAlTOB, pa3peIeHHbIX JJ15 MTOCEIIeHUsI, BHOCUTE TOJIBKO CAUTHI C
XOpoIel peryTaiuen.

12. He 3a0pIBaliTe OecesioBaTh C IETbMU 00 UX ZIpy3bsix B VIHTEpHETe, Kak eciiu Obl peub
1712 O APY3bsIX B PEATbHOU KU3HU.

13. He genaiiTe «Taby» U3 BOIPOCOB IIOJIOBOM KU3HHU, TaK Kak B IIHTepHETE JIETH MOTYT
JIETKO HAaTKHYTbHCSA Ha IIOPHOTIPa(UIO WJIN CAUTHI «/IJI1 B3POCIBIX».

14. Ilpuyuure Bamero pebeHka cooOmaTh BaM O JIIOOBIX yrpo3axX WM TPEBOTAX,
cBsA3aHHBIX ¢ IHTepHeTOM. OCTaBaliTECh CIIOKOMHBIMY U HAITOMHHUTE JETSAM, YTO OHU B
0e30IacCHOCTH, €CJIM CaMH paccKa3ajd BaM O CBOUX TpeBorax. [loxBanmuTe uUX u
MIOCOBETYMUTE MOJONTH ellle pPa3 B HOI00HBIX CIyUasX.

Bospacr zgereti oT 9 710 12 JieT

B nanHoOM Bo3pacTe AeTH, KaK MPaBUJIO, y:Ke HAC/BIIIAHBI O TOM, Kakass uH¢pOpManus
cymectByeT B VHTepHeTe. COBEpIIEHHO HOPM&JIbHO, YTO OHHM XOTAT 3TO YBUJETH,
IIpoYecThb, ycablmaTh. IIpy 5TOM HyKHO IIOMHHUTB, YTO JOCTYI K HeKeJaTeJIbHBbIM
MaTepuajiaM MOKHO JIerKO 3a0JIOKMpOBaTh MHPU IOMOIIN CPEACTB PoauTesbcKoro
KOHTPOJIA.

CoBeThlI 110 0€30IMaCHOCTH JJIA JIeTEH OT 9 10 12 JIeT



1. Co3paiiTe CIHMCOK JIOMAIIHUX ITPaBUJI IoceleHuss VHTepHeT IpU yYacTUH JeTel u
TpeOyiiTe ero BHITIOTHEHUS.

2. TpebyiiTe oT Barero pebenka co6110/IeHIs HOPM HaXOXK/IeHUs 32 KOMIIBIOTEPOM.

3. HaGsrogaiiTe 3a pebeHKOM IIpu paboTe 32 KOMIIBIOTEPOM, MOKAKUTE €My, UTO BbI
OecroKouTeCh O ero 6€30IaCHOCTH U BCer/ia TOTOBBI OKa3aTh €My IOMOIIIb.

4. KommbloTep ¢ mogkiaoueHreM B MIHTEpHET JOJ’KEH HAaXOJIUTHCA B OOINEN KOMHAaTe
IO/l IPUCMOTPOM POJTUTETIEN.

5. I/ICHOJIBBYfITe cpeacTtsa 6JIOKI/IpOBaHI/IH HeXelaTeJIbHOT'O KOHTEHTAa KaK JOIIOJITHEHHE
K CTAaHAAPTHOMY POI[I/ITeIIbCKOMy KOHTPOJIIO.

6. He 3a0bIBaiiTe NPUHUMATDh HETIOCPEZICTBEHHOE YUacTHe B JKU3HHU pebeHKa bece/10BaTh
¢ metbMu 00 UX Apy3bsix B IHTEpHeTE.

7. HacramBaiiTe, 4TOOBI IETH HUKOT/IA HE COTJIAIIAINCH HA JIUYHbBIE BCTPEYUH C JIPY3bsIMHU
o urepHery.

8. Ilo3BosnAlTe ZIeTAM 3aXOAUTHh TOJBKO HA CaWThl U3 «0eJIoro» CIHCKA, KOTOPBIHI
CO3/1alTe BMECTE C HUMHU.

9. Ilpuyuurte geTell HUKOrZJAa He BBIJAaBaTh JIMYHYI0 HHQOpPMALUIO CpefcTBaMU
BJIEKTPOHHOM IOYTBHI, YAaTOB, CHCTEM MTHOBEHHOrO OOMeHa COOOIIEeHUAMU,
pervcTpanoHHbBIX (OpM, JIMYHBIX ONpoduaeld U NMPU PerucTpaluyd Ha KOHKYPCHI B
HNHuTepHerTe.

10. [IpuyunTe feTeil He 3arpykaTh nMporpammsl 0e3 Barmero pasperienus. O0bsACHUTE
UM, YTO OHU MOTYT CJIy4yallHO 3arpy3uTb BHUPYChl WJIN JIpyroe HeKeJaTeJIbHOe
IporpaMMHOe o0ecIieueHue.

11. Cospaiite Bamemy pebeHKYy OTrpaHUYEHHYIO YYETHYIO 3amuch i1 paboThl Ha
KOMIIBIOTEDE.

12. Ilpuyuure Bamiero peGenka coobmiaTh BaM O JIIOOBIX Yrpo3ax WU TPEBOTAX,
cBA3aHHBIX ¢ VHTepHeTOM. HamoMHUTe AeTAM, 4TO OHU B 0€30MacCHOCTU, eCcay CaMH
pacckasaiu BaM O CBOUX TPEBOraxX M OIaCeHUsX.

13. Pacckaxure fietsim o nopHorpaguu B UHTEepHEeTE.

14. HacrauBaiiTe Ha TOM, YTOOBI JE€TH IPEAOCTABJISUIM BaM JIOCTYII K CBOEH
BJIEKTPOHHOU MOYTE, YTOOBI BbI yOEITMIIUCH, UTO OHU HE O0IIAIOTCS C HE3HAKOMIIAMH.

15. OObsAcCHUTE [AeTsIM, 4YTO HeJb3s WCIOJb30BaTh CeTh JJis XyJWUTaHCTBA,
pacrpocTpaHeHUs CIJIETEH WU YTPO3.

Bospacr zgereti oT 13 10 17 JIET

B sTOM BO3pacre mOAPOCTKM aKTUBHO HCIOJIB3YIOT IMOUCKOBBIE MAIINHBI, IOJIb3YIOTC
BJIEKTPOHHOU TIOYTOH, CJIy:k0aMH MTHOBEHHOTO OOMeHa COOOIEHUSMH, CKAaYHBAIOT
My3BIKy U GUIbMBI. MajbuyuKaM B 3TOM BO3pacTe OOJIbllle IO HPAaBYy CMETaTh BCE
OTpAaHUYEHUs, OHHU JKAKAYT TrpybOro IOMOpa, a3apTHBIX UrP, KAPTUHOK «JUJIf
B3pOCJbIX». JIeBOUKHU MPEIIOUUTAIOT O0IIAThCA B UaTaX, IPU 5TOM OHU ropasfio 6osiee
YyBCTBUTEJIBHBI K CEKCyaJIbHBIM JIOMOraTesIbcTBaM B VIHTepHeTe.



3avacTyio B JaHHOM BO3pacTe POAUTEJISAM yKe BecbMa CJI0KHO KOHTPOJIUPOBATh CBOUX
JleTel, Tak Kak 00 VIHTepHETe OHU YK€ 3HAIOT 3HAUUTEJIHHO OOJIbIIIE CBOUX POJAUTETIEH.
Tem He MeHee, He OTIIyCKaWTe JeTeldl B «CBOOOJHOe IUIaBaHWe» IO VIHTEpHeTY.
CrapaiiTech aKTHBHO y4acTBOBaTh B 00IIleHN U pebeHKa B IHTepHeTe.

BakHO moO-TIpe’kHEMY CTpOro coOsiofaTh TpaBwia VHTepHeT-6€30macHOCTH -
COIJIAIlIEHWE MEXKIy POJIUTENISIMH U JeTbMHU. Kpome TOro, HEOOXOUMO KaK MOIKHO
yaile IpoCMaTPUBATh OTUETHI O JesITEIbHOCTH JieTeli B VIHTepHeTte. Cieyer o6paTUTh
BHUMAaHHE Ha HEOOXOJIMMOCTh COJEPIKAHUSA POJAUTENbCKUX I1apoJsied (mmaposen
aIMUHHCTPATOPOB) B CTPOTOM CeKpeTe U OOpaTWUTh BHUMAaHHE Ha CTPOTOCTh BTHUX
mapoJien.

CoBeThlI 110 6€30I1aCHOCTH B 5TOM BO3pacTe OT 13 A0 17 JIeT

1. CozpmaiiTe CHHCOK JOMAIIHUX I[IPaBUJI IOcelleHHs IIHTepHeTa IIpU Yy4YacTUU
MIOZPOCTKOB U TpeOyiTe 06e3ycIOBHOTO ero BhINIOJIHEHUs. OOroBoputre ¢ pebeHKOM
CIIMCOK 3ampelleHHbIX CAaWTOB («4YepHBI CHOUCOK»), Yachkl paboTel B VIHTEpHeTe,
PYKOBOJICTBO 1O O0IIIeHUI0 B VIHTEpHETE (B TOM YHCJIE B YaTax).

2. KoMmproTep ¢ MOAKIIOUEHUEM K ceTH VIHTEpHET AO/IKEH HaXOJAUThCA B OOIIen
KOMHAare.

3. He 3abbIBaiiTe OecesioBaTh ¢ AeTbMHU 00 UX JIpy3bsAxX B MIHTepHeTe, O TOM, YeM OHU
3aHATHI TAKUM 00pa3oM, OyZITO peub HUIET O JIPY3bSAX B peasbHOH ku3HU. CrpaiinBaiTe
O JIIOJISIX, C KOTOPBIMH JEeTH OOIIAIoTCS ITOCPEZICTBOM CJIY:KO MTHOBEHHOTO OOMeHa
COOOIIEHUAMU, YTOOBI YOETUTHCSA, UTO STH JIFOAHU UM 3HAKOMBI.

4. Ucnionp3yliTe cpezicTBa OJIOKMPOBaHUSA HeKeJlaTeJIbHOTO KOHTEHTA KakK JIOTOoJIHeHUe
K CTaH/IaPTHOMY PO/IUTEThCKOMY KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMH 4YaTaMd TMOJB3yIOTcA Bamm getu. Iloompsiite
HCIIOJIb30BAaHUE MOJIEPUPYEMBIX UAaTOB M HAcTaWBaWTe, YTOOBI JIeTH HE OOIIAJIUCh B
IIPUBATHOM peXKUMe.

6. HacrauBaiiTe Ha TOM, YTOOBI JIeTU HUKOTI/IA HE BCTPEUATUCH JINIHO C JIPY3bAMHU U3
cetu lHTEepHeT.

7. llpuyuuTe peTell He BbBIJIaBaTh CBOIO JIMYHYI0 HWHQOPMAIUIO CpeAcTBaMU
BJIEKTPOHHOM TIOYTBHI, YaTOB, CHCTEM MTHOBEHHOTO OOMeHa COOOIIEeHUAMU,
pervcTpanoHHbBIX (GOpM, JMYHBIX npoduaeldl U NMPU PerucTpalyid Ha KOHKYPCHI B
WNHuTepHerTe.

8. IIpuyuute aeteil He 3arpy:kaThb mporpamMmMbl 6e3 Barero paspetienus. O0bsicHUTE
UM, YTO OHU MOTYT CJy4ailHO 3arpy3uThb BHUPYChl WIN JIpyroe HeKeJaTeJIbHOe
MIPOrpaMMHOE ODecTieueHureE.

9. Ilpuyuure Bamero pebGeHka coobmaTh BaM O JIIOOBIX Yrpo3ax WU TPEBOTrax,
cBaA3aHHBIX ¢ VHTepHeTOM. HamoMHUTe AeTAM, UTO OHU B 0€30MACHOCTU, eCId CaMH
pacckazajim BaM, O CBOMX YIpo3ax WM TpeBorax. IloxBajiuTe WX U IOCOBETYHTE
MIO/IOUTH ellfe pa3 B MO00HBIX CITyUasX.

10. Pacckaxkure AeTAM O l'IOpHOI‘pa(bI/II/I B I/IHTepHeTe. ITomorure um 3alllUTUTBCA OT
criama. Haqu/ITe IIOAPOCTKOB H€ BblJlaBaTb B I/IHTepHeTe CBOEro peajibHOro
JJIEKTPOHHOI'O aZpecCa, HE O0TB€UYAaTb HaA HEXeJlaTEJIbHbIE IIMCbMA HW HCIIOJIb30BATb
CIienuaJibHbI€ IIOYTOBbBIE (I)I/I]II)TpI)I.



11. [Ipuyuunre cebs1 3HAKOMUTHCA € CATaMU, KOTOPbIE IOCEMIAIOT HOIPOCTKHU.

12. HaquTe Z[eTeﬁ YBaXaTb APYI'UX B UHTEPHETE. Y6em/ITec13, YTO OHH 3HAIOT O TOM, YTO
IIpaBurJia XOpouero rmoBegcHusa ﬂeﬁCTBYIOT BeE3/1€ — AaXKe B BUPTYaJIbHOM MUPeE.

13. OO0BscHUTE AE€TAM, 4YTO HH B KOEM CJIy4da€ HEJ/JIb3d HCIIOJIb30BAaTb Cetb JJIA
XyJIUTaHCTBaA, paCIIpOCTpaHEHUA CIIJIETEH WUJIN YIPO3 APYI'UM JIIOAAM.

14. O6CYZLI/IT6 C IIOAPOCTKaMH l'IpO6I[eMbI CE€TEBbIX a3apPTHBIX HUID U HX BO3MOXKHBIN
PHUCK. HaHOMHI/ITe, YTO AETHU HE MOTYT UI'PAThb B 3THU UT'PbI COIJIACHO 3aKOHY.

[TocTOSTHHO KOHTPOJIMpPYHTE HCIoOb30BaHue HHTepHeTa Bamum pebenkom! 9to He
HapyIIeHHe ero JIMYHOTO IIPOCTPAHCTBA, a Mepa IIPEIOCTOPOKHOCTU U IIPOSIBJIEHHE
Barmeii poauTesIbCKON OTBETCTBEHHOCTH U 3a00THI.
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